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The Key 

U.S. officials who argue Huawei can’t 

be trusted to play a major role in   

building global 5G telecommunications 

networks got another boost           

Wednesday when the Wall Street  

Journal reported that the Chinese     

telecom company helped two African 

governments spy on dissidents. 

 Huawei workers who were providing telecommunications services in those      

nations and a "safe city" program, a network of cameras and sensors Huawei sells 

to city nominally aimed at improving public safety, also helped intelligence  

agencies crack into perceived adversaries' encrypted communications -- 

an opposition politician in Uganda and dissident bloggers in Zambia, the       

Journal’s Joe Parkinson, Nicholas Bariyo and Josh Chin report. 

 “The Huawei technicians worked for two days and helped us puncture through,” 

a senior officer at Uganda’s surveillance unit told the Journal, describing how the 

Chinese telecom’s workers helped the unit hack the WhatsApp and Skype       

communications of opposition politician and pop star Bobi Wine. They used that 

information to arrest Wine and dozens of his supporters, the Journal reports. 

The company also helped Zambian officials shut down opposition news sites, the 

Journal reports. “Whenever we want to track down perpetrators of fake news, we 

… work with Huawei to ensure that people don’t use our telecommunications 

space to spread fake news,” a Zambian official said.  

The story marks the latest in a string of revelations about Huawei doing business 

with repressive governments, including Iran and North Korea. And Huawei’s 

willingness to help Chinese government digital spying operations in other        

nations, say the Trump administration officials who have   

The Cybersecurity 202: How Huawei Helped Extend China’s    
Repressive View of Internet Freedom to African Nations 
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effectively banned Huawei from playing any role in building next-generation 5G networks in the U.S. and 

are lobbying allies to follow suit.  

Taken together, this is yet another data point in their argument that the West and China are in a big-picture 

battle over the future of the Internet – and a Chinese victory will mean far more government control over 

communications and far less freedom and privacy for everyone else. 

“A country that uses data in the way China has — to surveil its citizens, to set up credit scores and to imprison 

more than 1 million people for their ethnic and religious background — should give us pause about the way 

that country might use data in the future,” Robert Strayer, the State Department’s top official for                   

cybersecurity issues, said during an address at a think tank earlier this year. “It would be naive to think that 

country, [given] the influence it has over its companies, would act in ways that would treat our citizens better 

than it treats its own citizens.” 

Huawei said numerous details in the Journal story were incorrect. The company has steadfastly denied     

spying on behalf of the Chinese government and said it would not spy if Beijing asked it to — though U.S.         

officials argue Chinese companies have little power to ignore such requests. 

Chin described the situation in stark terms on Twitter, noting that two former “models of web freedom in  

Africa have embraced China’s vision of the internet.” 

Kenneth Weinstein, president of the conservative Hudson Institute, called the story “further proof that 

Huawei is part and parcel of the [Chinese] hi-tech surveillance state governance model being sold abroad.” 

The Journal report isn’t smoking-gun evidence that Huawei will help Beijing spy in nations where it has   

business, as the Journal reporters note. 

“The Journal investigation didn’t turn up evidence of spying by or on behalf of Beijing in Africa,” the authors 

write. “Nor did it find that Huawei executives in China knew of, directed or approved the activities described. 

It also didn’t find that there was something particular about the technology in Huawei’s network that made 

such activities possible.” 

The Journal report isn’t smoking-gun evidence that Huawei will help Beijing spy in nations where it has   

business, as the Journal reporters note. 

“The Journal investigation didn’t turn up evidence of spying by or on behalf of Beijing in Africa,” the authors 

write.  “Nor did it find Huawei executives in China knew of, directed or approved the      

activities described.  

Continued on Page 3 
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It also didn’t find that there was something particular about the technology in Huawei’s network that made 

such activities possible.” 

The U.S. government has a spotty record in convincing allies to eschew Huawei, however. Only a handful of 

nations, including Australia and Japan have announced they'll totally bar the company from their 5G builds 

and several European nations say they're considering letting the company play at least a limited role.  
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Source: Reuters, 30 July 2019, by Mark Hosenball and Michael Holden 

‘Five Eyes’ Security Alliance Calls For Access to Encrypted          

Material 

London (Reuters) – The U.S.-led “Five Eyes” intelligence alliance said on       

Tuesday that tech firms must allow law enforcement agencies access to encrypted 

material, warning that failing to do so put people at risk.  

After a two-day summit in London,     

senior ministers from the group           

comprising the United States and allies 

Britain, Canada, Australia and New     

Zealand, said encryption should not 

come at the expense of the public’s     

safety.  

“We are concerned where companies  

deliberately design their systems in a way that precludes any form of access to 

content, even in cases of the most serious crimes,” the group said in a statement 

following the conference. 

“Tech companies should include mechanisms in the design of their encrypted 

products and services whereby governments, acting with appropriate legal        

authority, can obtain access to data in a readable and usable format.” 

The five English-speaking allies have an agreement to share intelligence and 

techniques for gathering ti, a relationship that evolved from a secret World War 

Two alliance between British and U.S. cypher and code breaking teams.  

Encrypted data makes it harder for spies to pry. Western governments have said 

this can complicate investigations and prosecutions of those involved in child sex 

abuse or terrorism.  

However, tech firms have warned that putting “backdoors” into their systems to 

allow the authorities access would weaken security and make them more vulner-

able to attacks from criminals or foreign states.  

“The Five Eyes are united that tech firms should not develop their systems and 

services, including end-to-end encryption, in ways that empower criminals or put 

vulnerable people at risk,” said British Home Secretary Priti   Continued on Page 5 
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Patel.  

U.S. President Donald Trump’s attorney general William Barr attracted controversy last week when he     

complained about how the proliferation of “warrant-proof encryption” was making it easier for criminals to 

“evade detection”.  

“Encryption presents a unique challenge. We must ensure that we do not stand by as advances in technology 

create spaces where criminal activity of the most heinous kind can go undetected and unpunished,” Barr said 

after the security summit.  

Britain’s Home Office said that the tech industry, which took part in a roundtable with ministers, agreed to 

collaborate with the Five Eyes on a set of voluntary principles, which will be drawn up by the end of            

September, on steps to combat child sex abuse, including the growing threat of livestreaming.  

Join the DoD Insider Threat              

Program Director for this inaugural 

issue of the Insider. The Insider is 

intended to connect researchers 

with operators across academic, 

government and industrial sectors. 

Sign up for this distro by emailing:  

dodhra.dodc-mb.dmdc.list.threat-lab@mail.mil  

 

The Academic Security and Counter-

Exploitation (ASCE) Working Group was         

established in collaboration with federal        

officials to tap the expertise of universities to 

help address the threat foreign adversaries 

pose to U.S. academic institutions. The group 

initially consisted of universities that conduct classified research on campus and focused on specific 

procedures and activities to protect information. The group has since expanded both its              

membership and its focus to deal with broader policy issues related to universities and security   

concerns.  

 
1. Go to: https://listserv.tamu.edu/cgi-bin/wa?SUBED1=ASCEP&A=1 

2. Enter your name and email address. 

3. Click on the Subscribe button. 
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The Double-Cross System in the War of 1939-1945 

By J.C. Masterman 

The Double-Cross Systems is the amazing true story of how the British intelligence penetrated 

and practically operated Nazi German’s spy network within the British Isles. The British were 

able to identify Nazi agents, induce many to defect, and supply Germany completely false      

information about bombings, battles, and even the D-Day invasion. Told by the man who himself 

masterminded the entire unbelievable four-and-a-half-year scheme.  

Go to www.cdse.edu 

Click on Security Training Videos and find these titles and more! 
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Spy 101: China ‘Encourages’ its Students in US to Steal Defense and Trade Secrets 

Source: The Washington Examiner, 20 August 2019, By Paul Bedard 

Several foreign nations, notably China, push students flooded into U.S. colleges and universities to steal trade 

and defense secrets “whenever the opportunity presents itself,” according to a new report that highlights the 

threat to national security posed by foreign students. 

The Center for Immigration Studies called foreign student visas a “weak point” in national security, and  

pointed a finger at China as a key abuser of the system, a claim made by several other immigration and         

national security groups. 

It said that the explosion of student visas to STEM schools takes positions that U.S. students can use and puts 

potential spies inside institutions that have key national security ties to the U.S. government. 

“Because there is no control over the number, place of origin, or courses and research studies of foreign       

students and exchange scholars, many of those governments use the U.S. foreign student and scholar           

programs as opportunities to engage in spying and theft of important defense and trade secrets, as well as   

cutting-edge technological advances. For many nations — China is a prime example — such espionage is a 

‘family affair’ and it encourages all of its students and scholars to bring important information home        

whenever the opportunity presents itself,” said the report, shared with Secrets . 

Countries with the worst numbers of overstay and worst rates of compliance - China in 2018 18,000           

overstayed, top 5 countries represent 44% of all overstayers. @JessicaV_CIS — Center for Immigration     

Studies (@CIS_org) August 20, 2019 

The center, which promotes immigration reform, released the report during a morning conference called to 

discuss the threat by foreign students, especially the thousands who overstay their visas. 

While it noted that there can be a positive benefit to educating potential foreign leaders, the growing spy wars 

with China and other U.S. enemies should require a new focus on foreign students. 

“An unknown number of them also engage in activities hostile to our country and communities. These          

activities range from participation in terrorism to espionage. Some of them are ‘sleepers’ put into place to be 

activated either by order of their masters, or upon some specific triggering event,” said the report based on 

federal reports and news stories. 

“While the percentage and number of such individuals is undoubtedly small, it takes only a few aliens intent 

on serious harm to the United States to create a national tragedy,” added the report. 

The center suggested that the administration put new  limits on student and exchange visas and punish         

colleges and universities with high numbers of foreign students who overstay their visas. 

The report said that nearly 70,000 foreign students overstayed their visas in 2017. Chinese students were first, 

with 18,075. 

https://twitter.com/JessicaV_CIS?ref_src=twsrc%5Etfw
https://twitter.com/CIS_org/status/1163813265421455360?ref_src=twsrc%5Etfw
https://cis.org/sites/default/files/2019-08/cadman-foreign-students-19.pdf
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Hack in the Box: Hacking into Companies with “Warshipping” 

For under $100, compact hardware can turn a shipped package 

into a Trojan horse for attacks.  

LAS VEGAS—Penetration testers have long gone to great lengths to 

demonstrate the potential chinks in their clients' networks before 

less friendly attackers exploit them. But in recent tests by IBM's      

X-Force Red, the penetration testers never had to leave home to get 

in the door at targeted sites, and the targets weren't aware they were 

exposed until they got the bad news in report form. That's because 

the people at X-Force Red put a new spin on sneaking in—something they've dubbed "warshipping." 

Using less than $100 worth of gear—including a Raspberry Pi Zero W, a small battery, and a cellular           

modem—the X-Force Red team assembled a mobile attack platform that fit neatly within a cardboard spacer 

dropped into a shipping box or embedded in objects such as a stuffed animal or plaque. At the Black Hat    

security conference here last week, Ars got a close look at the hardware that has weaponized cardboard. 

We've looked at such devices, typically referred to as "drop boxes," before. Ars even used one in our passive 

surveillance of an NPR reporter, capturing his network traffic and routing a dump of his packets across the 

country for us to sift through. Covert drop boxes (once a specialty of Pwnie Express) have taken the form of 

"wall wart" device chargers, Wi-Fi routers, and even power strips. And mobile devices have also been brought 

to play, allowing "war walking"—attacks launched remotely as a device concealed in a bag, suitcase, or      

backpack is carried nonchalantly into a bank, corporate lobby, or other targeted location. 

But unless you're trying to get your daily steps in, IBM X-Force Red Global Managing Partner and Head 

Charles Henderson told Ars that you can just let a shipping company do the work for you. "There have been 

people that have shipped cell phones, things like that," Henderson noted. "The thing that's cool about this is, 

this is the wall of the box. It can be easily built into the cardboard. If you get a phone shipped to you, you're 

suspicious of it. If you get a box or maybe a plaque that says you're the new [chief information security        

officer] of the year, you might not."  

The plaque might just go right up on the wall. "Put a $13 solar charger panel on the plaque, and that makes it 

a permanent fixture in a CISO's office... a $13 panel that, and actually, by the time it discharges the battery, 

between times when we check in, that can charge it back up. So technically you could do pretty much infinite, 

up to the life of the battery, if you set that in the right place." 

The hardware has also been planted in a stuffed animal and even inside the case of a normal Wi-Fi router.  

Source: ARS Technica, 13 August 2019, By Sean Gallagher 

Continued on Page 11 

https://securityintelligence.com/posts/package-delivery-cybercriminals-at-your-doorstep/
https://arstechnica.com/information-technology/2014/06/what-the-nsa-or-anyone-can-learn-about-you-from-internet-traffic/
https://arstechnica.com/information-technology/2014/06/what-the-nsa-or-anyone-can-learn-about-you-from-internet-traffic/
https://arstechnica.com/information-technology/2012/03/the-pwn-plug-is-a-little-white-box-that-can-hack-your-network/
https://arstechnica.com/information-technology/2012/07/power-strip-or-network-hacking-tool-its-both-actually/
https://arstechnica.com/information-technology/2014/05/android-based-pwn-phone-is-prepared-to-do-evil-for-your-networks-own-good/
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Signals Everywhere 

The near-ubiquity of some kind of cellular signal and the advent of Internet of Things (IoT) cellular mo-

dems—frequently used by freight carriers to track trailers and by other remote, low-power devices—has also 

created a new set of security concerns for companies and individuals targeted for industrial espionage and 

other criminal activity. 

Henderson emphasizes that in each case, his team had permission from someone with authority at each   

company that received a "warship." But the companies weren't widely warned about what was coming. 

"When we talked to the CSO or the CFO and got permission, we said, 'OK, don't tell anybody.'" And with the 

exception of one shipment—which failed mostly because of rough handling—every one of the cardboard     

Trojan horses was welcomed with open arms.  

Express Hack Delivery 

One "warshipping" box sent out by Henderson's team found its way into a company's secure research         

center—a place where cell phones are banned. The rig, capable of storing data on an SD card until it regains a 

cell connection, was able to perform reconnaissance inside the facility before dumping it back to home when 

the box was disposed of. 

"It went where they have RF shielding, where no package like this should go," Henderson said. "After opening 

it and basically determining that it was benign in their opinion, they took it in. Obviously, if you had shipped 

a computer with a battery attached to it, an external battery and some sort of GPS, no one's going to do  

that—even with a phone, they aren't going to do it. They have guidelines that say, 'You are not allowed to 

bring a phone into these facilities.'" But because the warshipping rig was concealed within the cardboard of 

the box itself, it was given unfettered access. 

All of this is well within the grasp of many attackers. "It's off-the-shelf components," said Steve Ocepek,         

X-Force Red's Hacking CTO, as he showed me the warshipping rig. "If we were to show you a board that we 

fabbed in a plant, it wouldn't be that interesting, right? This is a battery you can get off of Adafruit or       

wherever." The most expensive component of the rig is the cellular modem. 

Because of the "maker" movement, he said, "we've crossed into this weird area because you can put this        

together for under $100. I mean, the [Raspberry Pi] Zero W, that's five bucks, right? So it's crazy." 

The components also include a few other Adafruit components: a PowerBoost 500 charger component that 

boosts the battery output up to 5 volts, and a timer board to help manage power—

extending the life of the rig by limiting it to periodic check-ins. 

Continued from previous page 

Continued on Page 12 

https://www.adafruit.com/product/328
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"It turns on every two hours," Ocepek explained, "and checks in with us, sending its coordinates by SMS to 

our phones to tell us where it is." The messages also include Wi-Fi networks seen and other data. If a cell   

network can't be reached, the device stores the data for the next check-in and shuts down. "So you can get 

into places where no amount of physical access could get you," Ocepek said. 

While the hardware is inexpensive, X-Force Red also invested hours in modifying the software used to make 

it work in a low-power environment. "We're using our own custom [Linux] distribution that we made—we 

modified Tiny Core Linux and stuff like that," Ocepek acknowledged. "So, there's a lot going on here to make 

it work in this way, low power. But it's doable." 

And if they could do it, Ocepek suggested, so could just about any determined attacker. 

Road Worrier 

The check-in every two hours doesn't just let the red team know when the package gets to its destination. It 

also has yielded some "weird unintended consequences," Ocepek said. "They've turned into our own 

'wardriving'"—a mobile survey of Wi-Fi access points along the path of the shipment. 

While en route, the warshipping rig picks up all the networks around it as it rides on the truck. It even picks 

up the in-flight Wi-Fi of aircraft in some cases. "Every time it turns on, you get all the access points that are 

around wherever it's at," Ocepek explained. "You're getting all kinds of data on various networks until it gets 

to the client's site. So if you wanted to war drive in an area that you're not, that you don't live in, you could 

send this through a carrier network and basically have it do it for you." 

That includes overseas locations, "no passport required," said Henderson. "And the great thing is, that now 

with modern shipping mechanisms, you can actually predict where your package is going to be on a given 

day. So if I want to war drive, say, downtown London, I could ship a package to London and have it turn on, 

on delivery day." 

More Than Just a Good Listener 

The hack in the box can do more than just sniff for networks. Since 

it's essentially just a platform, other sensors can be added to it, with 

interesting consequences. 

Henderson had me pick a box for demonstration. “If you were wear-

ing an RFID badge, where would it be right now?” The answer, of 

course was right up against the box—where a  low –cost software-defined radio could reach and clone the da-

ta in it for an attacker to create a counterfeit access badge. “Oh look, I just cloned your ass from 10,000 miles 

away,” Henderson said. And the box could be shipped toa specific person just to      

target their physical access credentials.  

Continued from previous page 

Continued on Page 13 
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Continued from previous page 

The method can also be used for offensive operations. Henderson said that when IBM shipped a device to a 

financial services company, "they said, 'OK, what do you see?' And we said, "We see three access points.'" One 

of them was not supposed to be there, and Henderson said the CISO at the company told him, "I'm going to 

need you to attack that one." 

"It was not supposed to be there," Ocepek recounted. "They had a hidden SSID, too. So it was like, 'What's 

going on there? See what you can do.'" 

The point of these exercises, Henderson said, was to get companies to "start considering packages untrusted 

in the same way that you would consider email or USB keys." 

If you eye that next Amazon box that arrives at the office a little more suspiciously, then, well, mission         

accomplished . 

Defense Information Systems Agency (DISA) 

Office of Small Business Programs www.disa.mil/About/Small-Business 
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Current  RED DART Teams 

* RED DART North Carolina * RED DART Southern Virginia * RED DART Huntsville  * RED DART South Carolina 

* RED DART Central Virginia * RED DART Gulf Coast * RED DART Chicago * RED DART North Texas 

* RED DART North Mississippi  * RED DART Indiana * RED DART Silicon Valley * RED DART South Florida 

* RED DART Tennessee * RED DART Sacramento * RED DART Greater Los Angeles * RED DART Colorado 

* RED DART Southwest Ohio  * RED DART Hawaii * RED DART San Diego 

The stated purpose of the RED DART program is to create a unified, cross-agency team of 

counterintelligence professionals dedicated to the protection of classified and sensitive        

technology research throughout a given area of responsibility (AOR). RED DART operates under 

a “shared leadership” principle, which allows each partner agency to own the program while 

being responsible and responsive to the other partner agencies.  

Contact your servicing RED DART representative for additional information on the articles and information contained in this 

newsletter.  

New RED DART teams are forming regularly throughout the U.S. Contact your servicing Defense Counterintelligence and      

Security Agency (DCSA) CI agent or Federal Bureau of Investigation (FBI) CI agent to see if a team is being established in your 

area.  


